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Abstract— As generative AI produces increasingly photore-
alistic images, distinguishing synthetic content from authentic
photographs has become a pressing technical and societal chal-
lenge. Yet the performance of current detection methods against
modern generators, and their robustness to adversarial attack,
remains poorly understood. We present AdversIm, a large-
scale benchmark dataset spanning multiple generators, image
domains, and editing conditions. Using this dataset, we conduct
a systematic evaluation of leading detection methods, finding
significant variation in accuracy across generators and domains.
We further demonstrate that simple adversarial perturbations
can substantially degrade detector performance, even for state-
of-the-art models. Our results suggest that existing detection
approaches face fundamental limitations, and that reliable trust
infrastructure will require new technical paradigms.

I. INTRODUCTION

Rapid advances in generative AI have made it possible
to mass-produce synthetic images indistinguishable from
reality without specialized expertise or equipment, leading
to the proliferation of AI-generated content (AIGC). This
capability poses an asymmetric threat to institutions that
depend on visual authenticity, from newsrooms, to courts, to
media platforms. As the speed and scale of synthetic media
generation continues to increase, the development of robust
detection mechanisms has become an urgent technical and
societal imperative.

These concerns are not theoretical. Recent reporting has
documented a rise in receipt fraud following the release
of advanced image generation models, as employees sub-
mit AI-generated expense claims for reimbursement [8].
In the political sphere, campaigns have begun deploying
AI-generated deepfakes of opposing candidates [17]. Gig
economy platforms have seen workers use synthetic images
to fraudulently verify task completion [16]. As generative
AI capabilities improve and become more accessible, we
expect such cases to proliferate across domains where visual
evidence has traditionally served as a trust mechanism.

A leading proposed countermeasure involves training neu-
ral network classifiers (referred to as AIGC detectors) to
distinguish AI-generated content from authentic photographs
(e.g., TruthScan [38]). These classifiers are now commer-
cially deployed by platforms and enterprises, promising au-
tomated detection at scale. Vendors often claim high accuracy
rates, and a growing ecosystem of APIs and tools has
emerged to meet demand from content moderators, insurers,
and trust and safety teams. Yet the real-world efficacy of
these systems remains unclear, particularly as generators
improve.

Further, neural network classifiers are known to exhibit
brittleness under adversarial perturbations [3, 27, 36]: mod-

ifications imperceptible to human observers can induce
misclassification of images previously classified correctly.
While incorporating adversarial examples into training data
can partially mitigate this vulnerability [36], this approach
establishes an ongoing arms race wherein classifiers must
continuously expand their training distributions as novel
generative models and attack vectors emerge.

The other leading proposed countermeasure is to embed
imperceptible “watermarks” in AIGC that serve to identify
content generated by a specific model (Google’s SynthID
[15] is one instantiation of this approach). AI watermarking
can be a more effective tool for detecting images generated
by specific models than generic AIGC detectors, since the
latter address the more general problem of identifying images
coming from any model. However, not only is AI water-
marking also susceptible to adversarial attacks [21], but it
presents a coordination problem for AI labs: watermarking
is of limited use for the AIGC problem if only one or a
few of the leading AI models produce watermarks, since a
malicious actor can freely choose which model it uses for
creating AIGC. Further difficulties arise within the open-
source framework, in which actors have white box access
to the watermarking scheme. In essence, the issue is that
watermarking addresses the problem of provenance of AIGC,
while the main difficulty is establishing the provenance of
authentic images.

These asymmetries, where defenders must anticipate all
possible attacks while adversaries need only find one suc-
cessful evasion, motivate the following main question:

Q: Do current AIGC detectors, while being effective under
controlled conditions, exhibit significant performance degra-
dation when evaluated against novel generators and simple
adversarial perturbations?

This work presents the first systematic empirical eval-
uation of this hypothesis by benchmarking state-of-the-
art text-to-image models against a comprehensive array of
commercial AI detection services and simple adversarial
perturbations. We make the following contributions:

1) Benchmark dataset. We introduce AdversIm, a large-
scale benchmark comprising 15630 images across
8 fraud-relevant domains (e.g., receipt manipulation,
identity documents) and 2 adversarial perturbation
types. The dataset includes 1563 authentic images,
7815 synthetic images from 5 state-of-the-art genera-
tors, and 6252 adversarially perturbed variants. Figure
2 shows some sample images from AdversIm.

2) Detector evaluation. We evaluate the performance of
7 commercial detection systems on the unperturbed
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Prompt: In this existing photo, add a food delivery
paper bag on the ground right in front of the door. The
bag should be a small brown paper bag with a solid
plain red sticker on the top keeping it closed. Preserve
existing photo style and lighting as much as possible.

Fig. 1. Experimental workflow. A real image is edited using an AI model prompted with a natural-language instruction. A simple post-processing
transformation is then applied. All images are evaluated using an AI-generated image detector.

data. We find that some of the commercial detectors
perform well against even the latest generative-AI
models (including a pre-release beta version of Grok),
while others provide little to no predictive value. Table
III and the left column of Figure 4 depict the results of
this investigation in more detail. From this investiga-
tion, TruthScan [38], Resemble [33], and AI or Not [2]
emerge as the most accurate detectors across image do-
mains and models. From the perspective of the models,
Grok and Gemini were most successful at bypassing
detectors: averaging across detectors, Gemini images
were detected 53.5% of the time, while Grok images
were detected 54.7% of the time.

3) Adversarial robustness. We assess detector robust-
ness under a pair of simple adversarial perturbations
(described in more detail in Section III-C). We find
that these perturbations dramatically reduce detector
effectiveness: the detection rates of the three detectors
in Item 2 went from 98%, 90%, 90%, respectively, to
36%, 11%, and 13%. See Section III-C for the full
results.

Experiment Artifacts: The dataset and the code used to
generate the figures in this article can be found here.1 The
pre-registration for the experiment can be found here.2 The
images of AdversIm and the detector data collected for the
study are available here.3 We also built a website to easily
visualize the data used in the experiment 4.

Taken together, our findings indicate that probabilistic de-
tection approaches face inherent limitations that incremental
improvements are unlikely to resolve. As generative capa-
bilities advance and adversarial techniques proliferate, we

1https://github.com/succinctlabs/ai-benchmark
2https://osf.io/dyw7j/overview
3Amazon S3 Bucket: s3://succinct-ai-benchmark
4https://aidetection.succinct.xyz/

believe the path forward lies not in better classifiers, but in
fundamentally different approaches—such as cryptographic
provenance—that do not depend on winning an asymmetric
arms race.

II. BACKGROUND

We quickly review the background necessary to under-
stand the main results in the body of the paper. This is a vast
field of active research, and we do not claim to provide an
extensive literature review here, choosing instead to provide a
general overview. The literature on adversarial perturbations
and mitigations against them, in particular, is extensive.
The present work determines whether the current state-of-
the-art favors the detectors or the generative models, and
in particular whether bypassing the detectors is practically
feasible with present-day capabilities.

Text-to-image (T2I) or Image Synthesis Generative
AI models are neural network architectures trained on the
problem of generating or editing images based on a text
prompt. The first successful generative image models were
trained as generative adversarial networks (GANs) [14], in
which two neural nets are trained against each other. More
recently, diffusion models have proliferated as a common
architecture [34], but other architectures are also being used
in practice (e.g. Grok uses an “autoregressive mixture-of-
experts network” [1]). The last few years have seen extraor-
dinarily rapid advances in T2I models: the latest generation
includes
� Nano Banana Pro/Gemini 3 Pro Image from Google

[30]
� Grok Imagine Image from xAI [20]
� OpenAI/ChatGPT Image 1.5 [26]
� Seedream 4.5 from BytePlus [5]
� Qwen-Image-2512 [42] (an open-source model avail-

able on Hugging Face).

https://github.com/succinctlabs/ai-benchmark
https://osf.io/dyw7j/overview
https://aidetection.succinct.xyz/


These models render hyper-realistic, logically consistent im-
ages; they struggle much less with rendering human forms,
text, and other detailed visual artifacts than previous models
did.

Image Editing With AI Models: All of the above-
mentioned state-of-the-art models can also take a text-plus-
image prompt and edit the image according to the text.
The AI edit in Figure 1 demonstrates an example of such
capabilities for the Grok Imagine image model. The models
are also capable of making more complex edits, for example
changing the posture and orientation of its subjects. Image
model capabilities of this type can present dif�culties for
detectors, since they can “piggy-back” off of the realism of
the original image and the changes can be very localized.
For this reason, AdversIm includes image edits in addition
to images that are wholly generated by T2I models.

AI-generated content detectors (AIGC detectors) or
synthetic image detectors (SIDs) are, for the purposes
of this document, neural net architectures trained on the
problem of classifying images that are generated by T2I
and/or image editing models. For image models arising from
GANs, the detector model of the GAN can be used as a SID.

State-of-the-art research detectors leverage diverse ap-
proaches including frequency-domain analysis [24, 29]
and data augmentation [40]. Commercial SID services—
including TruthScan [38], Reality Defender [31], and
others—have emerged to provide enterprise-grade detection
capabilities, though their underlying architectures are typ-
ically proprietary. Given that the research-grade detectors
use convolutional neural nets for their architectures, we
hypothesize that the commercial detectors do as well. The
commercial detectors provide Application Programming In-
terfaces (APIs) to which a user can upload images; once the
API request is ful�lled, the user obtains among other things
the detector's estimated probability that the uploaded image
was AIGC.

AI Watermarking is another proposed solution to the
AIGC problem. The basic idea of this approach is to embed
a visually imperceptible amount of “�ngerprinting” into the
images generated by an AI model so that the watermark
(probabilistically) identi�es the image as coming from that
model. The watermark is robust against common image
transformations, including noise, crop, and rotation [15].
However, recent research suggests that it is possible to
cheaply and systematically remove AI watermarks from
AIGC [21]. Moreover, our study assumes a threat model
where a malicious actor is free to choose the AI model it
uses for its attack; under this threat model, if there exists
a single effective generative AI model without watermark-
ing capabilities, then AI watermarking is not a suf�cient
defense. There are further complications when considering
the watermarking problem for open-source models, since in
this case adversaries have full access to the model and the
watermarking scheme.

Adversarial Perturbations are image transformations
(e.g. rotate, crop, blur, noise, and compositions thereof) that
cause a neural net classi�er to misclassify an image despite

having correctly classi�ed the untransformed image. The lit-
erature on adversarial perturbations goes back to at least 2014
[36]; often, as in [36], the perturbations are designed to be
imperceptible to the human eye. An adversarial perturbation
can be black box, in which case the perturbation is not
allowed to depend on internal details (e.g. the weights) of
the detector model, or white box, in which case the attacker
is allowed to know the architecture and weights of the model
[13, 36]. It is known that simple image transformations
like rotation, noise, and blur pose dif�culties for neural net
classi�ers [27, 39] even when used in a black-box fashion.

There is also a more recent literature [11, 22, 44] on ad-
vanced adversarial techniques to bypass neural net classi�ers.
Often these attacks require some kind of learning procedure
either using the detector's weights explicitly in the white-
box case or the weights of a proxy for the detector in the
black-box setting. In this work we focus on black box attacks
of the �avor of [27]: simple image transformations readily
available to anyone with basic photo-editing software. Our
main contribution in the present work is to demonstrate that
these simple perturbations can be enough to bypass a wide
range of state-of-the-art commercial detectors.

Mitigations Against Adversarial Perturbations: A num-
ber of approaches have been proposed to limit the effective-
ness of adversarial perturbations. Data augmentation using
adversarially perturbed AIGC can help improve the accuracy
of SIDs [40]. Another approach is adversarial training [25], a
general framework for improving the robustness of models to
adversarial perturbations. This involves training the model to
solve a saddle point problem whose inner optimization prob-
lem represents �nding an adversarial perturbation subject to
a bound on its norm (commonly the `1 -norm) and whose
outer optimization problem is to minimize the loss on the
dataset subject to the adversarial perturbation.

III. METHODOLOGY

A. Dataset Construction

To construct AdversIm, we identi�ed 7 domains of real-
world interest and assembled relevant authentic images from
8 sources (with at least 85 images in each category, and
around 200 in most), as summarized in Table I.5

To justify the sample size of 85+ images per class,
we formed and pre-registered [23] a hypothesis about the
effects of the adversarial perturbations on detector scores and
performed a statistical analysis to determine the minimum
effect size that could be discriminated by the sample size
of 85, targeting Type I error probability � = 0:05 and Type
II error probability � = 0:20. We found that 100 samples
per class will substantiate an effect size of .6 or greater. We
describe the experimental hypothesis and analysis in more
detail in Sections III-C and A.

5After we pre-registered our experiment, we became aware of Deepfake-
Eval-2024 [6], a comprehensive open-source dataset addressed at the deep-
fake problem for audio, video, and images. Because of time and resource
constraints, we were not able to incorporate it into our benchmarking.
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